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The standardisation
of lawful interception
technologies in the 3GPP

Interrogating 5G and surveillance amid
US-China competition



Introduction

3GPP: main venue for mobile connectivity standards setting since 3G

1. Founded by the European industry (ETSI)
2. Now Chinese actors (Huawei) compete on par to EU giants (Ericsson, Nokia)

Lawful interception: most governments legally require that the telephony
infrastructure allow law enforcement to intercept communications.

US-China competition: growing mistrust on each other’s capacity to illegally
access sensitive information.



Standardisation
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Politics and Tension in 5G Standardisation

1.  US - China technological competition (EU caught in between)

2. Need for scalability vs. tendency towards protectionism



Theory

1. Infrastructure as a site and tool of political contestation (Musiani 2013)

2. Economic protectionism as a means for balancing power inequalities in great
power competition (Ikenberry 2018; Baroncelli 2017)

3. Global infrastructural fragmentation and territorialization of cyberspace
(Drake, Cerf, and Kleinwachter 2016; Mueller 2017; Lambach 2019)
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Of companies and (some) states
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Three main findings
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Conclusion

1. Standardisation of lawful intercept in 5G happens in 3GPP by European and
North American governments and their consultants, implemented by all global
equipment manufacturers and operators

2. Further integration of standardisation of lawful intercept technologies by all
countries could lead to an easing of geopolitical tensions, especially since all
actors already work together in the 3GPP

3. To increase democratic legitimacy in the production of infrastructures,
increased civil society participation in standardisation should seriously be
considered.



Bonus: Interested in the code? Run it yourself! :)

BigBang
http://datactive.qithub.io/bigbang/

open-source tool for scientific analysis
of Internet standards development and
Internet governance communities.

Out of the box analysis of all IETF,
3GPP, ICANN, RIPE, and IEEE
mailinglists for network, statistical, and
discourse analysis



http://datactive.github.io/bigbang/
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